
	

Department	of	Global	Business	and	Transportation	
6	Pennyfield	Avenue,	Throggs	Neck,	NY	10465	|	718.409.7285	|	www.sunymaritime.edu	

	

A	Discussion	Guide	for	A	Clash	of	Forces	
A	Coming	Together	in	the	Cyber	World	

James	Drogan	
4/3/19	

Introduction	
In	early	January	2019	I	was	approached	with	an	offer	to	guest	lecture	in	two	courses	—	undergraduate	and	
graduate	—	on	cyber	security.	

The	instructor	and	I	engaged	in	a	“mind-scrape,”	an	intense	discussion	over	a	relatively	short	period	of	time	in	
order	to	further	understand	his	intent	and	my	approach.		The	focus	was	to	be	on	the	convergence	of	cyber	security	
and	artificial	intelligence	the	maritime	space	and	within	something	he	called	the	cyber	world.		There	was	no	
preconceived	notion	of	what	might	emerge.		Shortly	thereafter	a	more	complete	early	sketch	emerged	(Drogan,	
2019)	that	was	shared	with	the	instructor.	

The	classes	would	center	on	a	guided	discussion.		Main	prompts	to	the	discussion	begin	on	page	3	of	this	
document.	

I’m	a	strong	believer	in	the	value	of	open,	status-neutral	discussion	as	the	primary	means	of	learning	and	
development.		This	requires	an	atmosphere	of	mutual	respect	and	a	desire	to	develop	value	in	the	group.			

Students	would	also	be	divided	into	three	person	teams	for	the	purposes	of	preparing	deliverables.	

Assessment	
The	value	of	the	experience	requires	some	means	of	assessment.		The	base	document	for	assessment	is	Rubrics	for	
the	Assessment	of	Ethics,	Critical	Thinking,	Communications,	Discussions,	Team	Performance,	and	Presentations	
(Drogan,	2018b).	

The	principal	deliverable	from	this	module	is,	for	the	undergraduate,	a	list	of	the	major	issues	encountered	during	
the	reading	and	discussion	presented	in	order	of	significance,	the	most	significant	issue	first.	Please	see	Critical	
Thinking	(Drogan,	2009a,	sec.	Ethics,	Critical	Thinking,	and	Communication)	for	a	review	of	issues.		Please	see	
Issues	and	Significance	(Drogan,	2017b)	for	consideration	in	deciding	significance.		Students	were	asked	to	identify	
three	to	five	issues,	

The	principle	deliverable	for	the	graduate	is	the	same	as	for	the	undergraduate	plus	recommendations	for	
resolution	of	the	top	issue.		For	the	top	issue	the	graduate	student	should	look	to	identify	two	to	three	
recommendations.	

Relevant	sections	of	Rubrics	for	the	Assessment	of	Ethics,	Critical	Thinking,	Communications,	Discussions,	Team	
Performance,	and	Presentations	their	applicability	to	these	courses	are:	
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Subject		 Page	 Applicability	to	undergraduate	(UG)	and/or	
Graduate	(G)	

Notes	

Ethics	 6	 UG:	these	are	synthesized	into	a	single	rubric	
(Undergraduate	Rubric;	see	below)	

G:	one	of	three	rubrics	used	to	assess	written	
work.	

	

Critical	Thinking	 7	 UG:	these	are	synthesized	into	a	single	rubric	
(Undergraduate	Rubric;	see	below)	

G:	one	of	three	rubrics	used	to	assess	written	
work.	

	

Communication	 8	 UG:	these	are	synthesized	into	a	single	rubric	
(Undergraduate	Rubric;	see	below)	G:	one	of	
three	rubrics	used	to	assess	written	work.	

G:	one	of	three	rubrics	used	to	assess	written	
work.	

	

Undergraduate	Rubric	 10	 Single	rubric	used	to	assess	UG	written	work.	 	

Teamwork	 15	 Applicable	to	UG	and	G	work.	 	

Table	1	Applicability	of	Rubrics	to	UG	and	G	work	

The	grade	for	this	class	is	suggested	as	50	percent	ethics,	critical	thinking,	and	communication;	30	percent	
discussion;	20	percent	teamwork.	

Principle	Deliverable	
This	table	compares	the	contents	of	the	two	papers.	

Item	 UG	 G	

Title	 GBUS	400-01	Sp19	Maritime	Cyber	
Security	Team	n	Deliverable	

TMGT	8499	Sp19	Special	Topics	in	
International	Transportation	
Industry	Management	Team	n	
Deliverable	

Style	 Microsoft	word	formatted	for	US	letter,	1”	margins,	single	spaced,	Calabri	
other	standard	font,	APA	(preferred)	or	Chicago	citations	and	references,	
submit	as	a	.docx	or	.doc	file	

Size	 Write	as	little	or	as	much	as	you	like.		Little	attention	will	be	paid	to	length	
as	long	as	it	is	not	outrageous	(outrageous	lengths	in	either	direction	result	
in	rejection	of	the	paper.)	

Quality	of	thinking	and	clarity	of	communication	count.	

I	suggest	you	read	and	understand	the	applicable	rubrics.	
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Table	2	Structure	of	Principle	Deliverable	

The	principle	deliverable	from	the	day	is	a	written	report.		The	difference	between	the	UG	and	G	papers	is	the	
quality	of	thinking	and	quality	of	communication.		The	G	paper	also	asks	for	recommendations	on	to	resolve	issues	

Activity	 Start	 Stop	

Receive	and	read	material	 3-26	or	3-28	 4-1	or	4-3	

In-class	discussion	 4-2	or	4-4	 4-2	or	4-4	

Prepare	deliverable	 4-2	or	4-4	 4-9-11	

Table	3	Schedule	

Preparing	Yourself	for	Class	
1. Read	and	understand	this	discussion	guide.		This	sets	out	what	we	aim	to	do	and	how	the	objective	will	be	

approached.	

2. Review	or,	at	a	minimum	scan,	all	references.		Know	where	you	need	to	go	for	clarification.	

Discussion	Guide	
This	discussion	guide	comprises	a	set	of	PowerPoint	slides	with	accompanying	narrative.		These	slides	and	
narrative	are	not	prescriptive.		The	teacher	and	students	need	to	add	their	own	experiences.	

Words	are	important.			

They	are	the	essential	glue,	along	with	values,	that	
holds	organizations	together	and	allows	them	to	
achieve.	

Words	are	ignored	at	one’s	peril.		History,	especially	
recent	history,	is	chock·a·block	with	examples	of	
complacency	in	this	regard.	

Pay	attention	to	the	words.	

Words	matter	in	context.		The	speed	limit	means	one	
thing	on	an	interstate	highway,	another	on	a	rural	
road.	

To	round	out	this	line	of	thinking	I	add	motivation.		

Contents	 Introduction	

Issues	presented	in	descending	
order	of	importance.	

Note:	This	requires	that	you	create	
and	apply	a	method	of	determining	
importance.		This	method	must	be	
clear	to	you	and	me.	

Summary	

Introduction	

Issues	presented	in	descending	
order	of	importance.	

Note:	This	requires	that	you	create	
and	apply	a	method	of	determining	
importance.		This	method	must	be	
clear	to	you	and	me.	

Recommendation	for	resolving	your	
most	important	issue.	

Summary	
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Figure	1	Leader	
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Words	and	context	mean	little	in	the	absence	of	an	understanding	of	what	motivates	their	use.	

Words,	values,	context,	and	motivation	should	be	in	front	of	you	when	trying	to	resolve	issues.	

This	class	is	conducted	as	a	conversation.	

You	should	keep	a	log	of	this	conversation.	Take	notes.		
Learning	how	to	take	and	use	notes	is,	in	my	view,	one	
of	the	more	critical	skills	one	can	develop.	

One	can	max	memory	in	a	computer	and	I	think	the	
same	can	happen	in	the	mind.	Have	a	copy	of	this	
discussion	guide	in	front	of	you	(along	with	the	
references)	and	make	the	notes	within	the	proper	
context.	

	

	

	

	

	

Tony	initially	started	with	the	idea	of	examining	the	
intersection	of	cyber	security	and	artificial	intelligence.			

This	appealed	to	me	as	I	had	taken	cyber	security	
(Drogan,	2017a)	and	artificial	intelligence	(Drogan,	
2018a)	up	in	other	of	classes,	but	never	considered	
their	intersection.		

It’s	necessary	to	define	what	we	mean.		All	too	often	
we	nod	as	if	a	common	understanding	of	a	word	or	
idea	exists	with	others	when,	in	reality,	at	best,	our	
views	are	orthogonal.	

Here	is	what	I	mean	by	these	two	phrases.		A	word	or	
two	on	ICT	follows.	

	

	

	

I	have,	by	the	way,	no	problems	with	changing	to	definitions	that	are	clearer,	better	understood,	and	more	helpful	
in	achieving	our	aims.	

(remainder	of	page	intentionally	blank)	

	 	

The	Forces	

Cyber	Security	
Prevention	and	recovery	from	
any	unauthorized	connection	
to	any	ICT	systems	critical	to	
the	success	of	the	
organization.	

Artificial	Intelligence	
The	application	of	ICT	to	
reason	from	a	set	of	data	to	
draw	conclusions,	make	
recommendations,	and	take	
action	unaided	and	
unhampered	by	human	
intervention.	
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Figure	2	Conversation	Log	

Table	2	Definitions	
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Here	is	my	view	of	ICT.		These	systems	are	more	
common,	perhaps	critical,	to	our	lives	than	we	would	
like	or	need.		Students	emerging	from	the	classroom	
with	smartphone	in	hand,	rather	than	in	conversation	
with	a	friend	is,	an	example	of	the	pervasiveness	of	
technology.1	

One	the	other	hand,	it	is	extremely	difficult,	probably	
impossible,	to	manage	a	modern	business	without	ICT.	

	

	

	

	

	

However,	in	my	view,	the	ICT	of	interest	can’t	be	any	collection	of	ICT.			

Tony	coined	the	phrase	“cyber	world”	defined	for	the	
purposes	of	this	note	as	that	portion	of	the	business	
critical2	to	success	and	to	which	ICT	is	applied.			

For	example,	at	Maritime	instruction	of	students	is	
critical	to	success.	

As	to	the	importance	of	ICT,	consider	NAUT	315	
Introduction	to	Integrated	Bridge	Systems,	a	course	
(SUNY	Maritime	College,	2018)	taught	at	Maritime.	

This	class	introduces	students	to	integrated	bridge	
systems,	electronic	navigation	and	collision	avoidance	
through	the	use	of	radar	and	ARPA.	Students	will	split	
time	between	classroom	lectures	and	time	in	the	
ARPA/Radar/ECDIS	labs.		

Topics	discussed	include	radar	theory,	manual	and	
electronic	plotting,	interpretation	of	radar	and	use	of	
radar	as	a	navigation	tool.	Students	will	also	be	

introduced	to	other	electronic	tools	found	in	an	integrated	bridge	environment	such	as	AIS.	

The	regimes	to	which	I	refer	are	the	regulations	(for	example,	United	States	Coast	Guard)	that	affect	the	design	
and	conduct	of	that	portion	of	the	system	under	consideration.	

A	business	is	a	system	(lower	left	of	the	graphic	above)	comprising	people,	processes,	and	information	and	guided	
by	what	I	have	referred	to	earlier	as	regimes.		In	additional	to	explicit	rules	and	regulations,	there	are	implied	rules	
and	regulations,	sometimes	the	product	of	tradition,	that	guide	the	business	system.	

																																																																				
1		 This	is	both	a	bit	of	an	editorial	and	a	reference	to	Sherry	Turkle’s	question	posed	in	the	September	2003	issue	of	the	Harvard	Business	

Review,	Technology	and	Human	Vulnerability,	with	Sherry	Diane	L.	Coutu.		
	
"We	know	that	technology	changes	our	lives	--	but	could	it	be	changing	our	selves	as	well?	

2		 By	“critical”	I	mean	the	business	will	fail	absent	this	portion	of	the	business	system.	

The	Cyber	World	
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That	critical	
portion	of	the	
business	system	
dependent	upon	

ICT	and	
associated	
regimes	for	
success	

Figure	3	ICT	

Figure	4	The	Cyber	World	
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ICT	(shown	in	the	graphic	above	as	Information	System)	is	derived	from	the	business	system.		That	derivation	will	
not	be	further	considered	in	this	note.		The	reader	is	referred	to	(Drogan,	2005a,	2005b,	2005c)	for	additional	
information	on	this	topic.	

This	seems	to	take	us	away	from	the	focus	on	this	discussion	paper.		However,	a	considerable	amount	of	
experience	in	this	field	suggests	that	to	get	to	where	we	need	to	be	requires	that	we	know	where	we	are	and	how	
we	got	there.	

Tony	and	I	defined	two	actors	in	this	environment.	

The	White	Hats	are	those	meaning	well;	the	Black	Hats	
aim	to	counter	the	White	Hats.			

The	forces	so	far	identified,	cyber	security	and	artificial	
intelligence,	must	be	directed.		They	are	not	
independent	entities.		This	raises	the	interesting	
question	of	whether	there	is	a	set	if	circumstances	
where	human	direction	would	not	required.		I’ll	save		
that	for	another	day.	

	

	

	

	

	

	

The	above	figure	enters	us	into	the	realm	of	the	abstract	for	a	moment,	of	ideas	and	concepts	that	do	not	seem	
directly	related	to	the	issue	at	hand.		It	is	sometimes	useful	to	go	here	and	see	the	situation	from	a	different	point	
of	view.	

The	second	of	these	abstractions	(“The	Great	Wave	off	
Kanagawa,”	2019)	reminds	me	that	despite	unknown	
obstacles	and	unforeseen	developments	we	have	a	
pretty	good	chance,	given	the	proper	set	of	
capabilities	(knowledge,	skill,	experience,	attitude,	and	
behavior),	of	coming	out	the	other	side.		We’ve	been	it	
awhile	which	should	give	us	some	confidence.	

The	press	is	rife	with	stories	of	flaws	in	cyber	security,	
but	not	the	victories.		But	then,	one	wouldn’t	expect	
these	stories.		

	

	

	

	

	 	

The	Cyber	World	
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Cyber	
World	

Cyber	Security	 Artificial	Intelligence	

White	Hats	

Black	Hats	

Figure	5	White	Hats	and	Black	Hats	

Figure	6	The	Great	Wave	off	Kanagawa	
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This	third	is	likely	a	little	less	abstract.	

It	is	the	Chinese	character	for	crisis	comprising	two	
other	characters	–	one	for	danger	and	the	second	for	
opportunity.	

It’s	not	enough	to	prevent	or	recover	from	negative	
events.		One	should	also	be	looking	for	the	
opportunities	for	making	a	good	hand	better.	

	
	

	

	

	

Ethics	are	at	issue	here	and,	in	my	view,	have	been	
treated	too	lightly	in	the	two	principle	areas	–	cyber	
security	and	artificial	intelligence	–	we	have	so	far	had	
under	consideration.			Efforts	are	increasing	in	this	
area	and	you	are	reminded	t	be	aware	of	
developments.	

One	hypothesis	is	that	ethics	and	ethical	behavior	
have	given	over	to	expediency.		A	second	hypothesis	is	
over-adherence	to	“move	fast,	break	things”	to	get	to	
the	end	result.		We	may	achieve	success,	but	then	we	
do	return	and	clean	up	the	mess?		A	third	hypothesis	
is	that	ethics	and	ethical	behavior	no	longer	seen	of	
value.	

	

	 	

Figure	7	The	Chinese	Character	for	Crisis	
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Figure	8	Ethics	
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The	ethics	that	interests	me	is	of	two	types;	the	ethics	
one	applies	to	how	one	approaches	life	in	general	and	
the	ethics	applied	to	a	more	specific	situation	such	as	
artificial	intelligence.	

This	is	illustrated	by	the	figure	to	the	left	(Drogan,	
2009a).	

So,	what	are	the	ethics	we	apply	to	select	a	particular	
issue	for	analysis?		Then	what	do	we	use	for	critical	
thinking	and	communication?	

	

	

	

	

I	want	to	now	move	into	a	more	specific	definition	of	
what	we	face	when	considering	the	issues	raised	in	
this	note.	

The	maritime	industry	is	a	key	component	of	the	
global	supply	chain.		Maritime	is	represented	by	the	
rectangle	labeled	Operations	to	the	lower	middle	
portion	in	the	figure	to	the	left	(Drogan,	2009b).	

The	point	to	made	here	is	that	maritime	affects	and	is	
affected	by	many	factors	requiring	considered.		

	

	

	

	

This	brings	me	to	a	set	of	maritime	principles	we	want	
to	keep	in	mind.	

Information	System	Fundamentals	(Drogan,	2005a)	
introduces	the	concept	of	the	everythings.	

The	premise	of	this	paper	is	that	we	are	interested	in	
the	clash	of	forces	because	they	affect	the	
everythings.		If	the	forces	did	not	affect	anything	of	
importance	I	would	be	writing	about	something	else.	

Ergo,	understanding	the	everythings	is	essential	to	
getting	us	to	resolution	of	issues.	
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Everything	important	is	visible	
Everything	to	be	managed	is	reachable	

Figure	9	Two	Types	of	Ethics	

Figure	10	The	Context	of	Interest	

Figure	11	The	Everythings	
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I’ve	already	expressed	some	points	of	view	on	
connectivity	and	add	to	them	here.		There	are	
connections	that	are	obvious	and	more-or-less	
benign,	and	then	there	are	those	at	the	other	end	of	
the	line,	non-obvious	and	non-benign.	

Don’t	forget	the	human	side	of	connections.3	

I	can	envisage	something	like	the	connection	map	
shown	to	the	left.			The	level	of	abstraction	shown	
here	is	likely	not	helpful	at	other	than	the	level	of	an	
executive	presentation.	

	

	

	

	

I	am	a	big	fan	of	diagrams,	sketches,	pictures,	and	the	
like	to	understand	and	analyze	issues.		Here	you	see	
another	example	(Drogan,	2007).	

In	this	case,	the	logical	map	of	the	components	if	the	
business	system	(processes	and	data	shown	here)	are	
mapped	to	the	physical	components	of	the	
information	system	(data	storage	and	computing	
power)	and	connected	to	the	remainder	of	the	
system.	

A	note	in	passing.		The	physical	design	always	follows	
the	logical	design,	but	can	diverge	from	the	logical	
design	through	“tweaking.4”	

	

	

	

	 	

																																																																				
3		 See	Edward	Snowden	and	Cyber	Security	(Drogan,	2017a).	

4		 Tweaking	can	be	defined	as	to	“improve	(a	mechanism	or	system)	by	making	fine	adjustments	to	it.	

"engineers	tweak	the	car's	operating	systems	during	the	race"	

My	experience	has	been	that	tweaking	rarely	considers	the	potential	impacts	at	the	system	level	and	thus	lead	to	unintended	consequences.	
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ICT

The Context

Figure	12	Connections	
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Attention	to	detail	matters.	

	

	

	

	

	

	

	

	

	

	

	

I	have	long	maintained	that	the	human	is	
simultaneously	the	strongest	and	weakest	component	
of	a	system.	

A		discussion	of	this	took	place	in	the	graduate	
information	management	class	earlier	this	year.		I	
think	it	useful	to	consider	some	of	this	discussion	in	
the	context	of	this	note.	

	

	

	

	

	

	

	

These	excerpts	appear	here	as	indented,	italicized	paragraphs.		Names,	locations,	and	companies	are	obscured	for	
obvious	reasons.		My	comments,	if	any,	follow	in	regular	type,	but	were	not	in	the	original	discussion.	

It	may	be,	Li,	that	the	real	security	issue	is	in	the	mind,	not	in	the	system.	

The	hypothesis	is	that	people	will	implement	real	security	when	it	becomes	unequivocally	clear	that	this	is	
required.		Regrettably,	this	often	requires	a	crisis.		It	seems	as	if	it's	almost	impossible	to	get	people	to	take	
preemptive	action.	

For	example,	how	many	people	would	buy	home	and	automobile	insurance	if	it	was	not	mandated	by	law?		Few,	I	
suspect.		Maybe	we	should	mandate	by	law	the	implementation	of	cyber	security	methods.	

This	is	a	pan-national	issue	that	arise	at	a	time	when	pan-nationalism	is	falling	out	of	favor.		I	doubt	that	
much	headway	will	be	made	here	and,	as	a	consequence,	those	who	endorse	and	strive	for	real	security	
will	undergo	costs	that	would	otherwise	not	need	to	be	born.	

Re " What criteria should we consider when setting these standards? And can these sub-standards be 
sufficient to ensure cyber security for all segments of society? " 
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For	want	of	a	nail	the	shoe	was	lost.	
For	want	of	a	shoe	the	horse	was	lost.	
For	want	of	a	horse	the	rider	was	lost.	
For	want	of	a	rider	the	battle	was	lost.	

For	want	of	a	battle	the	kingdom	was	lost.	
And	all	for	the	want	of	a	horseshoe	nail.		

Figure	13	The	Importance	of	Detail	
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The	human	
	

Excerpts	from	the	TMGT	8530-01	Sp19	discussion	on	cyber	
security	

	

Figure	14	The	Human:	An	Excerpted	Discussion	



	

	 11	

My first instinct is to think in terms of the role and responsibility of the individual, and the reach and range 
of his or her activities.  For example: 

 

The further one moves towards the upper right, the more stringent the standards, and the more one is 
inclined to mandate these standards. 

On the other hand, human behavior may push against this scheme.  For example, I'm not the sort of 
person that gets along well with rules and regulations.  On the other hand, I am practical and willing to 
listen and respond to sensible argument. 

I don't think one can "... ensure cyber security for all segments of society..." as long as there are those 
who wish us evil or try to take from us without providing ample compensation. 

We are up against a perpetual struggle. 
 
s Isnt that it though, this whole discussion is a conflation of technology, bad actors and profit motive, 
when all it really is, is the human component and how even given a set amount of reliable data, rational 
and cogent decisions cannot be made! The reason why regulation is needed in all aspects of life i guess. 

regarding, the criteria, the problem exists because people are unaware of the threats that they pose and 
are exposed to, hard to regulate that. Isnt this the whole cyber discussion a vast amount  of people do not 
understand the wide reaching aspects of the technology they are using, coupled with serial recidivist 
habits, complacency in an ever evolving sector make this a very fast moving target and maybe impossible 
to set a standard of good habits? 

The	contributor	makes	a	good	point	in	the	second	paragraph	regarding	the	speed	of	development.			In	
other	fora	I	have	commented	on	this	question.	
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Social	progress	is	function	of	capabilities	and	capabilities,	in	turn,	depends	upon	ones	social	progress	and	
willingness	to	invest	in	development.		It	may	well	be	that	tensions	in	international	relationships	inhibit	the	
investment,	bog	down	development	and	lead	to	a	stasis.	

My	inclination	is	to	think	we	should	give	some	time	to	considering	the	potential	impact	since	the	industry	
is	marked	by	long	investment	cycle.	

In the personnel department of the Air Force, the file containing people's info was hacked and stolen. The 
military simply sent a letter to those effected and offered credit reports. However, the bigger problem is 
that a lot of those members have security clearance. Who knows what the hacker will do with that name 
list. The way I see it, in terms of cyber security, problem solving and problem preventing are two different 
things. You can have a great recovery plan to provide remedies but the information stolen is done deal. 
 
Manufacturers are unfortunately a frequent target of hackers and attackers. When I was in Foxconn, an 
one of the largest manufacturer of electronics, was attacked in 2017 and some of our production 
information was released. The breach then resulted in a half-day shutdown in our department and back to 
connection the other day. The core management are unwilling to leak the exact rescue process, but the 
following few months we have several cybersecurity training,  testing phishing email and so on. Looking 
back, finally we were delivered the related topic of the cybersecurity for training after the incident, being 
proactive about cybersecurity should be prioritizing, don’t just wait to get hit! That cause major 
disruptions to operations and the delivery of products. 

Suppose	that	those	who	would	harm	you	understand	your	training.		It	seems	to	me	that	this	would	be	
useful	information	to	them.	

A couple of years ago, one of our big accounts, an agricultural fertilizer producer, had a serious leak in 
the email corresponding. It was a U.S based company and shipper and consignee had agreed payment 
terms. Once L/C (letter of credit) is confirmed by banks, shipper releases products and we organize 
shipment from door to door. Somehow, somebody created an email address that was so hard to 
distinguish from the original one and started emailing consignee regarding payment process. The original 
customer email address was, for example,  Michael@ABCfertilizer.com, and the fake email address 
was Michael@ABCfertillizer.com. Who can see the difference between these 2 email addresses? And 
the interesting part was this person knew so much about the shipper company and all business details 
between these 2 companies. This person asks consignee to make wire transfer to a bank in Japan, not to 
the bank that real shipper always works with, and fake shipper gives a convincing reason to use 
Japanese bank which I do not remember now. The email address looks the same, the email signature is 
exactly the same, the amount of money that fake shipper asks is exactly the same amount that consignee 
owes the shipper, the email was sent to the correct person in the buyer company, so there was no reason 
to double check email addresses or verify any information. 

This	is	an	example	of	why	we	look	at	the	details.		A	good	system	probably	would	have	caught	this,	but	not	
all	can	afford	good	systems.		We	need	to	be	cautious	about	assumptions.	
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This trick, I think, lies in the manner in which one manages this process. There are sets of capabilities 
(knowledge, skill, experience, attitude, behavior) that need to be deployed at the appropriate times during 
this cycle in order to increase the probability of success.  
 
The world grows evermore connected and in doing so becomes evermore complex, difficult to 
understand, difficult to manage.  In the shadows of this complexity lay those who would take advantage. 
We become everymore connected because we believe it to our advantage.  It's not clear to me, however, 
that the risk of this growing connectivity is as well understood as ought to be the case. 
Perhaps our optimism clouds our judgment. 
I'm inclined to argue for simplicity and strength -- elegance if you will.  I suspect I'm in the minority. 
 
I think the Nigeria example you give reinforces the common understanding that doing business in Nigeria 
is a highly corrupt practice, and the banking industry is followed closely by the petrochemical in it integrity.  
 
The common thread in what you bring up indirectly and where i would try to bring it all together is that 
Nigerian banking, Maersk, 9/11 all had the same achille's heel, the human component. Meaning the 
weakest point is not the system but the end user, if anything is true, the system(s) are quite robust.  
 
Regarding the connectivity issue, maybe its analagous with the boy with his finger in the dike, it can only 
be held back for so long  
  
The most pressing issue in maritime cyber security is the lack of organizational focus to implement 
actions necessary. Most maritime organizations already have the tools they need to improve cyber 
security. The maritime and shipping sector must put in place the right resources to monitor and contain 
any cyber threat. Closing the gap between discovery of a cyber threat and recovery from it is essential to 
successfully minimize the risk of loss of data, revenue or reputation. The future of cyber risk management 
depends on its effectiveness and ability to gain the trust of the maritime community and the public. The 
need to ensure the technology is safe, operators are trained to use it properly and with a minimum risk of 
incident. Creating a culture of safety and risk management in the maritime industry will ensure, cyber 
risks for systems on ships are minimized. 
 
Ray has, it seems to me, summed up this wonderful discussion in a wonderful manner. Only Pogo is 
more succinct on this matter. 
 
Our species does not, however, like simple.  Simple does not translate well into competitive advantage, 
profit, and adulation. 
 
I don't claim to be an expert in this area, but I have given the matter a considerable amount of thought.  I 
keep coming back to the human as being the strongest and weakest component of the system.  I don't 
think the human can be completely dispensed with.  S/he lingers there somewhere. 
 
I don't have many suggestions here, but a healthy skepticism of technology and its priesthood is probably 
a good idea.  Look for, find, and understand the traces of the human in the system also seems like a good 
idea.  A bit of paranoia is likely to be useful.  And finally, to Ray's suggestion, recall Occam's Razor. 
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Blockchain	
Into	the	mix,	a	bit	later,	Tony	added	blockchain	to	the	
list	of	forces.	

In	theory,	blockchain	is	simple;	a	series	of	blocks	
chained	together,	the	contents	of	which	cannot	be	
changed.		It’s	as	if	there	is	no	eraser	on	the	end	of	the	
pencil.		The	mark,	once	made,	stands.		It	is	this	
permanency	that	marks	blockchain	and	gives	rise	to	its	
value.		In	short,	“the	books	can’t	be	cooked.”		But,	as	
we	will	shortly	see,	this	may	not	be	as	true	as	we	
think.	

IBM	published	a	nice	introduction	to	this	(Gupta,	
2017).	

	

	

	

The	operation	of	the	blockchain	is	built	around			established	concepts	of	cryptography	and	controlled	by	a	set	of	
protocols	decided	and	applied	by	the	members	of	the	blockchain.	

Blockchain	is	one	of	the	more	popular	discussion	items	in	information	management	at	the	moment.		The	
bibliography	is	wide,	deep,	with	its	advocates	and	detractors.	

I	don’t	think	is	necessarily	a	panacea	for	the	lack	of	security	hygiene.	

I	have	two	major	concerns.	

Attackers	appear	to	have	gained	control	of	51	percent	of	the	computers	on	the	Ethereum	Classic	network,	
allowing	them	to	spend	cryptocurrency	that	wasn't	theirs	(Finley,	2019).	

A	majority,	whether	of	good	or	bad	character,	rules.	

The	second	concerns	the	amount	of	computing	power	and	thus	energy	consumed	by	blockchain.	

The	bitcoin	network	is	run	by	miners,	computers	that	maintain	the	shared	transaction	ledger	called	the	
blockchain.	A	new	study	estimates	that	this	process	consumes	at	least	2.6GW	of	power—almost	as	much	
electric	power	as	Ireland	consumes.	This	figure	could	rise	to	7.7GW	before	the	end	of	2018—accounting	
for	almost	half	a	percent	of	the	world's	electricity	consumption	(Lee,	2018).	

The	miners	tend	to	congregate	in	those	areas	with	the	cheapest	rates	for	electricity;	Quebec,	Iceland,	and,	if	
memory	serves,	western	Balkan	countries	(this	latter	point	needs	to	be	verified).	

A	majority	share	of	anything	provides	an	opportunity	for	predatory	pricing,	a	security	issue.	

There	is	no	such	thing	as	a	free	lunch.		All	opportunities	have	costs,	benefits,	risks,	and	uncertainties.		Equal	effort	
should	be	applied	to	these	four	dimensions.	
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Figure	15	Blockchain	
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Artificial	Intelligence	
I	suggest	you	read	or	reread,	as	the	case	may	be,	the	
first	two	question	in	AI:	Questions	(Drogan,	2018a).	

A	difference	between	Go	and	the	
socio-economic-political	environment	in	which	we	find	
ourselves	is	that	the	former	has	rules	that	are	
discoverable	and	to	which	the	participant	must	
adhere.		Not	so	in	the	latter	case.	

Perhaps	I	should	be	a	bit	clearer.	

What	are	the	consequences	of	turning	AI	loose	in	the	
world	to	an	unconstrained	search	for	opportunity?	

I	don’t	doubt	the	benefits	of	AI,	but	I	caution	against	
putting	powerful	tools	in	the	minds	of	the	untrained	
and	unconstrained.	

	

	

	

	

	

	

	

Summing	Up	
It	seems	to	me	our	most	important	step	is	to	develop	a	
deep	and	honest	appreciation	for	our	vulnerabilities.		
Indeed,	that	has	been	much	the	tone	of	what	I	have	so	
far	written.	

This	takes	work.	Introspection	and	a	recollection	of	
Mark	Twain’s	dictum	that,	“It	ain’t	what	we	don’t	know	
that	hurts	us.		It’s	what	we	know	for	sure	that	just	ain’t	
so.”	

Capabilities	in	the	industry,	technology,	and	systems	
need	to	be	called	into	play.		This	is	obvious.		Less	
obvious	perhaps,	but,	in	my	view	equally	important,	
are	capabilities	in	physchology	and	sociology.		

	

	

	 	

Figure	16	Cyborg	

Figure	17	Vulnerabilities	
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Costs	
The	costs	of	an	incident,	depicted	to	the	left	as	a	
fallback	and	recovery,	need	to	be	understood	in	order	
to	decide	significance.	

Quite	likely	the	enterprise	lacks	the	resources	to	
protect	and	recover	from	every	possible	incident.		A	
decision	may	need	to	be	made	to	just	“let	go.”	

I’ve	heard	it	said	that	anything	that	can	happen	will	
happen.	This	should	not	cause	us	is	to	conclude	that	
everything	must	therefore	be	protected.	

	

	

	

	

Sequence	
The	second	to	last	point	I	wish	to	make	here	deals	
with	the	sequence	of	actions	necessary	to	deliver	the	
desired	results.	

In	general,	the	vulnerability	having	the	highest	
probability	of	occurring	the	soonest	and	having	the	
greatest	impact	should	be	resolved	first.	

However,	our	investigation	has	revealed	linkages	
between	the	various	components	of	the	system	we	
wish	to	protect.		It	may	well	be	that	resolving	an	issue	
of	seemingly	low	impact	may	allow	an	easier	solution	
to	an	issue	with	a	potentially	large	impact.		We	need	
to	keep	an	eye	out	for	taking	advantage	of	what	the	
system	gives	us.	
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Terms	of	Reference	
The	terms	of	reference	are	those	used	to	normally	
measure	the	health	of	the	enterprise.		The	Balanced	
Scorecard	(“What	is	the	Balanced	Scorecard?,”	2010)	
is	a	means	of	measurement	of	business	health	and	
our	analysis	should	reflect	the	impact	at	this	level.	
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Figure	20	Balanced	Scorecard	
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The	Squiggly	Line	
At	the	end	of	the	January	7	meeting	a	squiggle	line	(from	the	top	left	to	the	bottom	right	and	looking	a	bit	like	a	set	
of	stairs	was	drawn	on	the	“mind-scrape.”	

	
Figure	21	The	Squiggly	Line	

To	paraphrase	Tony,	“I	want	to	be	able	to	move	my	business	through	these	forces	successfully.”	

This	material	is	intended	to	help.	

Coda	
I	want	to	begin	my	conclusion	to	this	paper	with	the	mention	of	two	passages	I	have	recently	come	across	that	
have	affected	my	thinking.	

The	problem	with	machines	that	think	is	that	they	give	rise	to	people	who	don’t	need	to	think.		This	
presents	a	significant	challenge	in	the	dynamic	and	complex	maritime	world,	where	assessment	and	
judgment,	based	on	experience	and	total	situational	awareness,	are	fundamental	to	making	the	“right”	
decisions	—	often	under	tight	time	constraints	—	that	can	spell	the	difference	between	safe	passage	and	
disaster.	

Captain	George	Quick,	IMO	Safety	Committee,	IHS	Markit	FairPlay	Autonomous	Shipping	and	Regulations	
Needed	to	Make	It	Happen	webinar	4/17/18	
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I’ve	a	bit	of	experience	in	the	fields	of	information	management	and	business	systems.		Some	times	the	most	
critical	decision	to	be	made	is	that	which	is	delegated	to	the	person.		The	pencil,	paper,	and	person	can	be	a	very	
powerful	combination.	

Real	advanced	technology	—	on-the-edge	sophisticated	technology	—	issues	not	from	knowledge	but	
from	something	I	will	call	deep	craft.		Deep	craft	is	more	than	knowledge.		It	is	a	set	of	knowings.		Knowing	
what	is	likely	to	work	and	what	not	to	work.		Knowing	what	methods	to	use,	what	principles	are	likely	to	
succeed,	what	parameter	values	to	use	in	a	given	technique.		Knowing	whom	to	talk	to	down	the	corridor	
to	get	thing	working,	how	to	fix	things	that	go	wrong,	what	to	ignore,	what	theories	to	look	to.		This	sort	
of	craft-knowing	takes	science	for	granted	and	mere	knowledge	for	granted.		And	it	derives	collectively	
from	a	shared	culture	of	beliefs,	and	unspoken	culture	of	common	experience.		

It	also	means	knowing	how	to	manipulate	newly	discovered	and	poorly	understood	phenomena,	a	type	of	
knowing	that	comes	from	practical	experimentation	and	research	built	up	on	local	universities	and	
industrial	labs.		A	knowing	that	again	becomes	part	of	a	shared	culture.		

Arthur,	W.	B.	(2011).	The	Nature	of	Technology:	What	It	Is	and	How	It	Evolves	(1.	Free	Press	pbk.	ed).	New	
York:	Free	Press.	pp	159-160		

Is	it	possible	to	capture	knowing	in	the	machine?		Yes	seems	to	be	to	be	too	dogmatic,	too	easy	an	answer.	

n	
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